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DETAILED ACTION 



1 . Claim 24 is objected to because of the following informalities: 

Claim 24 depends from itself. In the following rejections, claim 24 is assumed to 
be dependent from claim 22 or 23. Appropriate correction is required. 

Claim 42 depends from itself. It appears that claim 42 should depend from claim 
41 . Hereinafter, claim 42 is to be treated as such. 

Claim Rejections - 35 USC § 102 

(b) the invention was patented or described in a printed publication in this or a foreign country or 
in public use or on sale in this country, more than one year prior to the date of application for 
patent in the United States. 

2. Claims 1 -5,8-1 0, 1 3, 22-25, 27-30, 32-33, 36-38, 48,49,51-52,60-61 and 64 are 
rejected under 35 U.S.C. 102(b) as being anticipated by Liu et al, 2002/0146016 A1. 
Hereinafter referred to as Liu. 

Regarding claim 1 , with reference to figures, 1 , 2 and 4, Liu discloses a first 
gateway 114 (claimed network device) comprising: 

an output port, (an output port is inherently present at the gateway because that 
is needed to output packet into tunnel 1 10c), see paragraph [0016], [0037], 

a cache 118, (claimed a memory coupled to the output port); 

the output port is configured to output packets for transmission via a network 
tunnel, see paragraph [0016], [0037]; 
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the cache for storing packets awaiting acknowledgement from gateway 1 16 , the 
cash including an outbound packet queue 128 that maintain copies of (or pointers to) 
packets transmitted by the first gateway 1 14 to the second gateway 116 that have not 
been acknowledged by the second gateway 116. See paragraphs [0019], [0023], and 
[0026]. (Claimed memory is configured to store information, and the information 
identifies packets which have been forwarded via the network tunnel). 

Regarding claim 2, Liu discloses that the outbound packet queue 128 maintain 
copies of packets transmitted by the first gateway 1 14 to the second gateway 116 that 
have not been acknowledged by the second gateway 116. See paragraph [0023]. 

Regarding claim 3, it is inherent to have a controller in the first gateway of Liu 
connected to the outbound queue and to the cache because that is required to process 
the required information for transmitting and receiving packets and to check for 
acknowledgments and for managing the queues and other component of the gateway. 

Regarding claim 4, Liu discloses the first gateway 1 14 update its session layer 
cache by removing acknowledged packets from the first cache 118. (claimed memory is 
comprised in the control unit; and the control unit is configured to update the information 
in the memory to indicate that the packet was sent via the network tunnel, in response 
to forwarding the packet to the output port). 

Regarding claim 5, Liu discloses the cache for having copies of transmitted 
packets awaiting acknowledgements. (A packet copied for possible retransmission is 
implicitly recirculated since it awaits retransmission in accordance with other packets 
awaiting retransmission). 
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Regarding claims 8 and 9 and 10, Liu discloses a particular packet included in 
the outbound packet queue 128 is acknowledged, the packet can be removed from the 
outbound packet queue 128. (Claimed the control unit is configured to forward the copy 
of the packet stored in the queue to the output port for transmission via the network 
tunnel if the packet is dropped in the network tunnel as in claim 8 and claimed control 
unit is configured to determine that the packet was dropped in the network tunnel in 
response to the information stored in the memory and in response to information 
received from another network device, as in claim 9 and sending the copy of the packet 
stored in the queue via the network tunnel if the copy of the packet is dropped in the 
network tunnel, as in claim 10). 

Regarding claim 13, Liu discloses congestion control algorithms such as 
congestion avoidance algorithm. (Claimed forwarding a new packet to the output port 
for transmission via the network tunnel if no packets have been transmitted via the 
network tunnel for a period of time). 

Regarding claim 22, , with reference to figures, 1 , 2 and 4, Liu discloses system 
comprising: 

a first gateway 114 (claimed ingress network device) coupled a second gateway 
1 16 via tunnel 1 10c, (claimed an egress network device coupled to receive packets sent 
via the network tunnel); 

the second gateway providing ACK packets to the first Gateway, see figure 2, 
unit 142, figure 4, and paragraph [0037], (claimed the egress network device is 
configured to provide information to the ingress network device, and the information 
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indicates whether a packet transmitted from the ingress network device to the egress 
network device was dropped in the network tunnel). 

Regarding claim 23, Liu discloses a cache 118, for storing packets awaiting 
acknowledgement from gateway 1 16 , the cash including an outbound packet queue 
128 that maintain copies of (or pointers to) packets transmitted by the first gateway 1 14 
to the second gateway 116 that have not been acknowledged by the second gateway 
1 16. See paragraphs [0019], [0023], and [0026]. (Claimed the ingress network device is 
configured to retransmit the packet to the egress network device if the packet is 
dropped in the network tunnel). 

Regarding claim 24, Liu discloses a cache 118, for storing packets awaiting 
acknowledgement from gateway 1 16 , the cash including an outbound packet queue 
128 that maintain copies of (or pointers to) packets transmitted by the first gateway 1 14 
to the second gateway 116 that have not been acknowledged by the second gateway 
116. See paragraphs [0019], [0023], and [0026]. (claimed the ingress network device 
comprises a queue, the ingress network device is configured to store a copy of each 
packet sent via the network tunnel in the queue). Liu further disclose the first gateway 
1 14 can then update its session layer cache by removing acknowledged packets from 
the first cache 118. (Claimed ingress network device is configured to remove a copy of 
a particular packet from the queue in response to the information indicating reception of 
the particular packet by the egress network device). 

Regarding claim 25, Liu discloses a slow start algorithm, see paragraph. 
(Claimed ingress network device is configured to adjust a rate at which packets are 
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transmitted via the network tunnel if the information indicates that the packet was 
dropped). 

Regarding claim 27, Liu discloses using TCP acks (acknowledgements), it is 
inherent to Liu to store packets received out of sequence so to implement part of the 
TCP protocol standard that uses packet with sequence number. See paragraph [0063]. 

Regarding claim 28, with reference to figure 2, Liu discloses inbound packet 
queue that is used for forwarding the packet to a server 106, it is clear that packets in 
earlier sequence are first forwarded to the server and it is also clear that the queues of 
forwarded packets is emptied so to provide space for other incoming queues. (Claimed 
egress network device is configured to remove the packet from the queue in response 
to receiving and processing at least one packet, wherein the at least one packet is 
earlier in a sequence of packets than the packet; and the egress network device is 
configured to forward the packet in response to removing the packet from the queue). 

Regarding claim 29, with reference to figures, 1, 2 and 4, Liu discloses a method 
comprising: 

sending a packet via a network tunnel from a first gateway 1 14, see paragraph 
[0016], [0037], (claimed first network device); and a cache 1 18 for storing packets 
awaiting acknowledgement from gateway 1 16 , the cash including an outbound packet 
queue 128 that maintain copies of (or pointers to) packets transmitted by the first 
gateway 1 14 to the second gateway 116 that have not been acknowledged by the 
second gateway 116. See paragraphs [0019], [0023], and [0026]. (Claimed determining 
whether the packet is dropped in the network tunnel). 
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Regarding claims 30, 32 and 51 , Liu discloses a cache 1 18 for storing packets 
awaiting acknowledgement from gateway 116 , the cash including an outbound packet 
queue 128 that maintain copies of (or pointers to) packets transmitted by the first 
gateway 1 14 to the second gateway 116 that have not been acknowledged by the 
second gateway 116. See paragraphs [0019], [0023], and [0026]. (Claimed storing a 
copy of the packet in a queue in response to sending the packet via the network tunnel 
as in claim 30, and removing the copy of the packet from the queue if the determining 
whether the packet is dropped in the network tunnel determines that the packet was 
successfully received at an egress of the network tunnel, as in claims 32 and 51, 
because acknowledged packet need to be removed for providing queue capacity for 
other incoming packets). 

Regarding claim 33, the cache of Liu for storing packets awaiting 
acknowledgement from gateway 1 16 , the cash including an outbound packet queue 
128 that maintain copies of (or pointers to) packets transmitted by the first gateway 114 
to the second gateway 116 that have not been acknowledged by the second gateway 
would be sent if not acknowledged within a period of time. ( Claimed sending the copy 
of the packet from the queue via the network tunnel if the packet is dropped in the 
network tunnel). 

Regarding claim 36, Liu discloses storing packets awaiting acknowledgement 
from gateway 1 16 , the cash including an outbound packet queue 128 that maintain 
copies of (or pointers to) packets transmitted by the first gateway 1 14 to the second 
gateway 116 that have not been acknowledged by the second gateway 116. See 
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paragraphs [0019], [0023], and [0026]. (Claimed sending information to the first 
network device, wherein the information indicates whether the packet was dropped in 
the network tunnel). 

Regarding claims 37 and 38, with regard to figure 2, Liu shows an inbound 
packet queue at the receiving gateway for storing received packets it is implicit to Liu to 
move packets out of the queue after processing based on earlier sequence number of 
the packets so to make the queue available for other incoming packets, (claimed storing 
the packet in a queue if the packet is received out of sequence by a second network 
device as in claim 37 and removing the packet from the egress queue in response to 
receiving at least one packet via the network tunnel, wherein the at least one packet is 
earlier in a sequence of packets than the packet; and forwarding the packet in response 
to the removing the packet from the queue, as in claim 38). 

Regarding claims 48, 49, 52, claims 48, 49, 52 are means claims and have 
substantially the same scope of respective method claims 29, 30, and 33, thus they are 
subject to similar rejections. 

Regarding claims 60, 61, 64, claims 60, 61 and 64 are computer readable 
medium claims comprising program instructions executable to implement the method of 
respective method claims 29, 30 and 33. Liu discloses implementing the method as 
indicated above with regard to claims 29, 30 and 33, using executable instructions 
embedded in a computer readable medium, see paragraph [0078] and claim 8. 
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3. Claims 14-19, 21,39-42, 44-46, and 55-58 rejected under 35 U.S.C. 102(b) as 
being anticipated by Chuah, US 6,487,689. Hereinafter referred to as Chuah. 

Regarding claims 14, and 15, with reference to figures 2 and 7, Chuah 
discloses a LNS (L2TP network server) (claimed network device) comprising: 

an input port to receive a packet conveyed via a network tunnel, see figure 2, 
column 2, lines 31-46, (claimed an input port configured to receive a packet conveyed 
via a network tunnel); 

a processor, (figure 7, unit 650) in combination with memory (figure 7, unit 660 ) 
coupled to input port 666 for implementing the method, see column 6, lines 34-44; the 
method comprises a receiver that maintain a number of variable such as the next 
sequence number expected to be received see column 1, lines 54-67. (claimed control 
unit is configured to detect reception of the packet by the input port, and generate 
information, and the information indicates whether the packet is a particular packet as in 
claim 14 and the particular packet is an expected packet as in claim 15). 

Regarding claim 16, Chuah discloses that upon receipt of an in-order non-zero- 
length message, the receiving peer must acknowledge the message by sending back 
the updated value of Sr in the Nr field of the next outgoing message. The updated Sr 
value can be piggybacked in the Nr field of any non-zero-length outgoing messages that 
the peer may happen to send back, see column 3, lines 4-9. (Claimed the control unit is 
configured to include the information in a tunnel update packet, and the tunnel update 
packet includes a sequence number of a next packet expected to be received by the 
network device). 
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Regarding claim 17. Chuah discloses that upon receipt of an in-order non-zero- 
length message, the receiving peer must acknowledge the message by sending back 
the updated value of Sr in the Nr field of the next outgoing message. The updated Sr 
value can be piggybacked in the Nr field of any non-zero-length outgoing messages that 
the peer may happen to send back, see column 3, lines 4-9. (claimed the network 
device further comprises an output port, wherein the control unit is configured to forward 
the tunnel update packet to the output port for transmission to another network device 
that handles packets being conveyed in the network tunnel). 

Regarding claim 18, Chuah discloses a value of an adjustment variable (at the 
receiving peer) that represents the number of packets that may be dropped or out-of- 
order at the receiver before the receiver initiates recovery. See column 2, lines 1-6. 
(Claimed the network device further comprising: a queue, wherein the control unit is 
configured to store the packet in the queue if the packet is received out of sequence) 

Regarding claim 19, it is implicit to Chuah to move packets out of the queue after 
processing based on earlier sequence number of the packet so to make the queue 
available for other incoming packets. 

Regarding claim 21, Chuah discloses a value of an adjustment variable (at the 
receiving peer) that represents the number of packets that may be dropped or out-of- 
order at the receiver before the receiver initiates recovery. See column 2, lines 1-6. 
(Claimed the control unit is configured to generate the information in response to the 
input port receiving a plurality of packets via the network tunnel). 
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Regarding claim 39, with reference to figures 2 and 7, Chuah discloses a 
method comprising: 

Receiving a packet by an LNS (L2TP network server) conveyed via a network 
tunnel, see figure 2, column 2, lines 31-46, (claimed receiving a packet being conveyed 
via a network tunnel); Chuah further discloses that upon receipt of an in-order non-zero- 
length message, the receiving peer must acknowledge the message by sending back 
the updated value of Sr in the Nr field of the next outgoing message. The updated Sr 
value can be piggybacked in the Nr field of any non-zero-length outgoing messages that 
the peer may happen to send back, see column 3, lines 4-9. (Claimed sending 
information to a network device, the information indicates successful receipt of the 
packet). 

Regarding claims 40- 42, 44-46, Chuah discloses that upon receipt of an in-order 
non-zero-length message, the receiving peer must acknowledge the message by 
sending back the updated value of Sr in the Nr field of the next outgoing message. The 
updated Sr value can be piggybacked in the Nr field of any non-zero-length outgoing 
messages that the peer may happen to send back, see column 3, lines 4-9. (Claimed 
the information is sent in response to receiving a plurality of packets via the network 
tunnel, as in claim 40; storing the packet in a queue if the packet is received out of 
sequence, as in claim 41 ; removing the packet from the queue in response to receiving 
at least one packet via the network tunnel, wherein the at least one packet is earlier in a 
sequence of packets than the packet; and forwarding the packet in response to 
removing the packet from the queue, as in claim 42; sending the packet via the network 
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tunnel; and determining whether the packet is dropped in the network tunnel based on 
the information, as in claim 44; storing a copy of the packet in a queue in response to 
sending the packet via the network tunnel, as in claim 45; sending the copy of the 
packet from the queue via the network tunnel if the packet is dropped in the network 
tunnel, as in claim 46). 

Regarding claims 55-58, claims 55-58 are means claims having substantially the 
same scope of rejected claims 39-42 above, thus they are subject to the similar 
rejections. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as 
set forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been obvious 
at the time the invention was made to a person having ordinary skill in the art to which said 
subject matter pertains. Patentability shall not be negatived by the manner in which the invention 
was made. 

4. Claims 67-70 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Chuah. 

Regarding claims 67-70, claims 67-70 are computer readable medium claims 
comprising program instructions executable to implement the method of respective 
method claims 29, 30 and 33. Chuah does not specify computer readable medium 
having program instructions executable to implement the method. 
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However, using computer readable media having executable instructions to 
implement method steps is well known in the art. 

It would have been obvious to a person of ordinary skill in the art, at the time the 
invention was made to implement the method of respective claims 29, 30 and 33 using 
computer readable media having executable instructions as known in the art. The 
advantage would be easy implementation of Chuah method in addition to eliminating . 
hardware design time and further reducing cost of using software over the hardware in 
implementing the method. 

5. Claims 6 is rejected under 35 U.S.C. 103(a) as being unpatentable over Liu in 
view of Le Gouriellec et al US 200301 12756A1 . Hereinafter referred to as Gouriellec. 

Regarding claim 6, Liu while disclosing flow control (paragraph [0028]), it does 
not specify identifying a flow of a plurality of flows being 

aggregated for transmission via the network tunnel, the flow comprises a particular 
packet, and the control unit is configured to select whether the particular packet is 
admitted to the network tunnel based on the flow in which the particular packet is 
comprised, as in claim 6; and dropping the particular packet if the flow currently has a 
threshold number of packets stored in the queue; and the control unit is configured to 
admit the particular packet for transmission via the network tunnel if the flow currently 
has fewer than the threshold number of packets stored in the queue, as in claim 7. 

However, Gouriellec in the same field of endeavor of aggregated flow tunneling, 
discloses a method and system in which an inbound packet from an inbound traffic flow 
is identified as a first profile packet if the packet conforms to a first traffic flow profile, 
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and identifying the packet as a second profile packet if the packet conforms to a second 
traffic flow profile, the packet conforms to the first traffic flow profile if the packet is 
transmitted within a committed bandwidth subscription for the flow, and conforms to the 
second traffic profile if the packet is transmitted outside the committed bandwidth 
subscription for the flow but within a conditional bandwidth subscription for the flow, 
such that during periods of network congestion, the first profile packet is stored in an 
area of a queue reserved for storing first profile packets and the second profile packet is 
discarded, see paragraph [0008]. Gouriellec further discloses dropping the packet 
based on the filling level of the queue, see paragraph [0039]. (Correspond to claimed 
limitations of claims 6 and 7). 

Therefore, it would have been obvious to a person of ordinary skill in the art, at 
the time the invention was made to enhance the method/system of Liu with the details 
of flow control of Gouriellec so to optimized the transmission bandwidth and to 
implement the service level agreement agreed upon by the plurality of subscribers. 
(Gouriellec [0027], and [0032]). 

6. Claim 1 1, 12 are rejected under 35 U.S.C. 103(a) as being unpatentable over Liu 
in view of Bishard, US 2003/0165148. 

Regarding claims 11, 12, Liu discloses examples of recovering lost packets 
comprising include congestion control algorithms such as a slow start algorithm, a 
congestion avoidance algorithm, a fast transmit algorithm, and a fast recovery algorithm 
and other, similar algorithms, see paragraph [0048]. Liu doesn't specify the details of 
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the algorithms such as controlling a usage level of the queue by adjusting a rate at 
which packets are removed from the queue, and admitting a particular packet for 
transmission via the network tunnel based on the usage level of the queue, as in claim 
1 1 ; and reducing the rate at which packets are removed from the queue if the usage 
level of the queue exceeds a threshold usage level,, as in claim 12. 

However, Bishard discloses controlling a usage level of the queue by adjusting a 
rate (including reduction rate based on the queue usage level threshold) at which 
packets are removed from a queue, and admitting particular packets based on the 
usage level of the queue. See [0013] and [0040]. 

Therefore, it would have been obvious to a person of ordinary skill in the art, at 
the time the invention was made to use the admission control of Bishard in the 
method/system of Liu so to implement one of the congestion control algorithm of Liu. 
The advantage would be the ability of Liu system to avoid congestion by dynamically 
controlling the available bandwidth and further ease the dropping of packets resulting in 
increased throughput of Liu method/system. 

7. Claims 26, 34, 35, 53, 54,65 and 66 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Liu in view of Brewer et al, US 2006/0062233. 

Regarding claim 26, Liu discloses examples of recovering lost packets 
comprising include congestion control algorithms such as a slow start algorithm, a 
congestion avoidance algorithm, a fast transmit algorithm, and a fast recovery algorithm 
and other, similar algorithms, see paragraph [0048]. Liu doesn't specify applying a 
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packet drop algorithm to 

packets being transmitted via the network tunnel, and the packet drop algorithm 
differentiates between different packet flows being aggregated for transmission via the 
network tunnel. 

However, Brewer discloses a drop algorithm applied to received packet prior to 
forwarding over a link 104, the drop algorithm differentiates between different packet 
flows being aggregated for transmission via the link, see abstract. 

Therefore, it would have been obvious to a person of ordinary skill in the art, at 
the time the invention was made to use the drop algorithm in the method/system of Liu 
as taught by Brewer. The method/system of Liu can be modified to accommodate flows 
having packets with associated Quality of Service (QoS) and to select a packet for 
transmission based on the flow in which the packet belongs. The advantage would be 
the ability to prioritize the dropping of particular packets in accordance with the level of 
the QoS. (Brewer). 

Regarding claims 34, 35, 53, 54,65 and 66, as indicated above, Liu discloses 
substantially all the limitations of respective parent claims 30, 49 and 61, Liu doesn't 
specify the steps of or instruction/ or means for identifying a flow of a plurality of flows 
being aggregated for transmission via the network tunnel, wherein the flow comprises a 
particular packet; and 

selecting whether the particular packet is admitted to the network tunnel based on the 
flow in which the particular packet is comprised, as in claims 34,53, and 65; or admitting 
a particular packet for transmission via the network tunnel dependent on the usage level 
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of the queue, wherein the controlling the usage level of the queue comprises: adjusting 
a rate at which packets are removed from the queue. 

Brewer discloses identifying a flow of a plurality of flows being aggregated for 
transmission over a link, each flow comprises packets wherein priority transmission is 
given based on the QoS flow in which a specific packet belong, and adjusting QoS 
queues level utilization for transmission rate adjustments. See abstract, figurel, 2A-2D, 
paragraph [0007], and [0030]. 

Therefore, it would have been obvious to a person of ordinary skill in the art, at 
the time the invention was made to use the teaching of Brewer applied to the flows of 
Liu, the cache of Liu can be modified to incorporate the different QoS queues of Brewer 
so that fair share of transmission bandwidth can be allocated to contending flows while 
maintaining the service level guarantees and also increase the throughput of the 
method/system of Liu (Brewer). 

8. Claim 47 is rejected under 35 U.S.C. 103(a) as being unpatentable over Chuah 
in view of Brewer. 

Regarding claim 47, Chuah does not disclose admitting a packet to the network 
tunnel dependent on which one of a plurality of flows being aggregated for transmission 
via the network tunnel comprises the particular packet. 

Brewer discloses transmitting packet over a connection based on a particular 
QoS flow in which the packet belongs, see column See abstract, figurel , 2A-2D, 
paragraph [0007], and [0030]. 
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Therefore, it would have been obvious to a person of ordinary skill in the art, at 
the time the invention was made to use the teaching of Brewer applied to the flows of 
Chuah, Chuah can be modified to incorporate the different QoS queues of Brewer so 
that fair share of transmission bandwidth can be allocated to contending flows while 
maintaining the service level guarantees and also increase the throughput of the 
method Chuah (Brewer). 

9. Claims 20, 31, 43, 50, 59, 62, 63 and 71 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Chuah in view of Banister, US 6,145,032. 

Regarding 20, 31, 50, 59, 62, 63 and 71, Chuah does not disclose recirculating a 
packet via a port associated with the packet after removing a packet from the queue. 

However Bannister disclose recirculating a packet via a port associated with the 
packet after removing a packet from a queue. See figure 3, column 5, lines 16-37. 

Therefore, it would have been obvious to a person of ordinary skill in the art to 
reirculate packet to the port associated with the packet removed from the transmitter 
queue in accordance with the teaching of Bannister in the system of Chuah so that 
queued packet awaiting retransmission can be retransmitted with minimum 
delay(Bannister). 

Conclusion 

10. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure: See form PTO-892. 
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